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. Introduction

This document provides instructions on how to set up encrypted communication with ALDI
Nord from the point of view of an external communication partner. If you have questions or
queries, please contact your IT administrator. This guide was verified on 03/30/2016. Any
changes from the side of the manufacturers can lead to a different behavior as described
here.

This guideline was developed on the following system:
e Windows 7

e Internet Explorer 11

e MS QOutlook 2013

The views on other systems may be different.

. Requesting and setting up a certificate

This section explains how to request and set up a certificate for encrypted email
communication with ALDI Nord. ALDI Nord currently recommends the Certification
Authority (trustcenter) SwissSign.

This ensures the highest possible compatibility with the encryption mechanisms used by
ALDI Nord.

As an example, in the following section the product "Personal ID Silver" from SwissSign is
requested.

Please note that the described certificate in this section is issued for a single e-mail address
and can only be used with this. Access to the email address has to be via Outlook and the
protocol POP3.

The described certificate is valid for one year and entails costs.
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2.1 Requesting a certificate
Open the website , https://www.swisssign.com/personenzertifikate/personal-id-silver ’

1

SwisaSign. Trusted [dentity .

SWiSS About SwissSign  Support  Media DE EN  Search Q 3 0 v
sign::ss
SSL certificates  Personal certificates  Signing Managed PKI Partners  Solutions
uissel ersonal old with option organisation ersonal ilver
S D :""y | 1D Gol pti g ti Py WSI
Comparison of personal certificates
D-Trust Card
l 1 1
Please choose the topic ,,Personal ID Silver”
I at “Personal certificates”.
11
SwissSign loves to kee
Security is a matter of course at SwissSign. Let
it /o saisssign.com/p - ) vi

SWiSS About SwissSign  Suppe ' . .
signz:s Please choose the desired lifetime of your

certificate. Add it to your cart by clicking
Homay USSR AR PN S the “Add to Cart” button. This opens the
Personal ID Silver cart and you can continue by clicking
“Proceed to checkout”.

SSL certificate

Enc

secured by
’ B Using the Personal Silver ID certificate, you can sign and encrypt your e-
S\Aé:aﬁ) trusted manner with all popular e-mail programs and mail gateways. The

based certificate contains the validated e-mail address and is issued within
seconds or minutes.

PERSONAL ID SILVER

Would you like to obtain several certificates in a simple and flexible manner?
The SwissSign Managed PKI service pays off from just 20 Personal Silver certific

Number of years 1year 3{}
EUR 25.00 1 Doy
2 Add to Cart
o v
—=
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SWiSS About SwissSign ~ Support  Media DE EN  Search Q & 9 g°
Sign:ss
SSL certificates Personal certificates Signing Managed PKI Partners Solutions
Checkout ]
Please register yourself to proceed the
Checkout Method

checkout.

Register to create an account

Register and save time!
Register with us for future convenience:

‘eady registered?

* Fast and easy check out Please log in below:

* Easy access to your order history and, Email address

Password

¥/ Remember me

= ] s o o

Subscribe to newsletter Y 3 Submit

Please fill out this form and

Wi About SwissSign  Support  Media  DE EN . " . 7
S S|§|$'|T§é’u‘r’.$‘3 click on “continue”.

SSL certificates Personal certificated )

Checkout

Billing information

Salutation O Mr. D Mrs./Ms.

First name

Last name

Company

Email address

Address

Zip/postal code

city

Country v

After completing the ordering process, within the following half an hour you will receive an
e-mail containing the license code. Follow the steps as described in the following pages to
successfully request the certificate by using the license code you just ordered.

Depending on your Internet Explorer settings, you might have to follow the steps below to
add the SwissSign TrustCenter website to your trusted sites.

First of all please start the Internet Explorer and follow these steps:
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[l  Diagnose Connection Problems &

"f_| Recpen Last Browsing Session

B~ v [ g v Page~ Safety~| Tools~|@

[ Pop-up Blocker L4
[21 Manage Add-ons
&%
B

Waork Offline

Compatibility View Settings
Full Screen Choose "Tools", select "Internet Options"

Toolbars

Explorer Bars L4 ;

<l Developer Tools

Suggested Sites

Skype add-on for Internet Expl
Send to OneMNote
Bleg This in Windows Lj

Internet Options

lntgnet Oﬂmns

General | Security I Privacy I Content I Connections I Programs | Advanced

Home page
l/? To create homs bs, type epsaadd iic L
1 http://www.googies

At "Internet Options", select
the tab "Security"

Browsing history

A£T Delete temporary files, history, cookies, saved passwords,
v ,-' and web form information.
[ Delete browsing history on exit
Delete... ][ Settings ]
L
Search |
; ) Change search defaults. I
Tabs
| Change how webpages are displayed in
— tabs,
Appearance
[ Colors H Languages H Fonts ][ Accessibility ] |
|
[ OK ” Cancel H Apply ]
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Select a zone to view or change security settings.

@ & v

- v
Internet  Localintranet FEEGRIS]  Restricted
sites

"W trustnot to damage your computer or
your files,

Security level for this zone
Allowed levels for this zone: All

Medium
- Frompts before downloading potentially unsafe
(| content

- Unsigned ActiveX controls will not be downloaded

[] Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

I Reset all zones to default level ]

L Generall Security ‘Pri\rac!;I ICuntEnt I Connections IPrograms | Aduanc&dl |

Trusted sites | L]
" " " Sites
f This zone contains websites that you ™

Select the item "Trusted sites" and
then click "Sites"

BnN

o] [cma ) (owy ]

T et () Now you can add the website

f You can add and remove websites from this zone. All websites in
B this zone will use the zone's security settings.

Add this website to the zone:
https:/! Add

Websites:

Remove

Require server verification (https:) for all sites in this zone

"swisssign.net" to the zone. Fill in this
address and then click “Add”.

17\

Once the website has been added,
click "Close" to end the dialogue

|

Once you have closed the Internet Options dialogue, you can continue to process your
order. Please note the following before generating the key:

e Generate the key either with

the browser "Mozilla Firefox" or "Internet Explorer".

e Do not perform any new installations of your system or browser before having
received and installed the certificate from SwissSign. The private key, which only

works with the certificate, wi

Encrypted email communication

Il otherwise be lost.
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2.2. Creating a certificate
If you recieved the license code, please move on to chapter 2.2.2. . Otherwise you have to
call up the license informations. Please follow chapter 2.2.1. to do so.
2.2.1. Obtaining license information

Please open the following Webpage https://www.swisssign.com/en/customer/account/login/

=
SWISS About SwissSign  Support  Media DE EN  Search QA $-0 T
SI nTRUSTED
IDENTITY

SSL certificates Personal certificates Signing Managed PKI Partners Solutions

Login or create an account

After purchasing your

certificate, please log in

with your previously Buttenbelow.
created user account.

Registered customers

If you have an account with us, please log in.

Email address

Password
%] Remeprier me
Login

Forgot your password?

-
SWISS About SwissSign  Support  Media  DE EN  Search Q - &.g
Sl TRUSTED
IDENTITY

S5L certificates Personal certificates Signing Managed PKI Partners Solutions

My account

Please Choose ,My licenses”. There
erl you get information regarding your
licenses like e.g. your license code.

a6 so, select one of the links below in order to view

sselD Login

can link your account to a SuisselD certificate

@
suisselD @ LOG-N Information about SuisselD

SwissSign newsletter

You are currently not subscribed to any newsletter.
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2.2.2. Create a certificate with your license code

After you ordered your “Personal ID Silver” you receive an e-mail containing your license
key. Now, to request your certificate, go to http://swisssign.net .

[ ome | Support | Cricscsutvorty | Shep | Revoke crncate | |

- Search / Manage Certificates
SWISS Public search
Slgn Account logon

cronnt (@) An account is optional and is unrelated to the shop at swisssign.com
Logon Click ,,Proceed
Create New users . "
Certificate login @wﬂhout account (for quick single certificate reque: without account”. If
Logon Create account (for managing several certificates)

you want to manage
several certificates,
you can create an

account.

o | Suppor | Cortcat suorty | shop | Revvecortcne [ rp |

- Search fManage Certificates
SWISS Public search Columns
sSign

Public search J
Certificates Click ,,New" at ,Certificates” ]

N — =S _ ;
% Manage Exact search: V0=SwissSign AG'

Wildcard search: Swiss™
Account

License : |

Logon

Page size :
Create 9

Certificate login Search |
Logon

eme | Suppor | Cercate autvorty | Svop | Rovorecercaie [ hep | |

Swi s S H.ew certificate request
SI gn License

() Get a license from our Shop
Certificates

Mew License
Search / Manage

* license code : |

Account
Logon Pro::eedl
Create )

Certificate login Enter your license code you
Logon ordered at the beginning.

Afterwards click “Proceed”
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[ome | Sipor | Crtaecuorty | rap | evors et | v |
Personal Silver Certificate

sngSR License > Validity EUA
9 EUA Next are general terms and conditions.
Certificates N . .
New o : Read this and accept the terms if you
Search / Manage End User Agr (EUA) for gn Certificates
Account As of February, 16th 2016 Want tO proceed'
Logon
Create 1. General C| K bel h . b
Certificate login SwissSign AG (hereinafter: SwissSign) operates Cerifi IC elow on the approp”ate utton.
Logon
EuA-
Backl | declinel | accept the above cund\tiunsl

(e | Support | Crictcsutvory | Shop | Revore crt | o |

s Personal Silver Certificate
SWSIS?‘ License Validity EUA  CSR
) g CSR
Certificates Paste your pkes#10 Certificate Signing Request (CSR) if you have generated one. Else proceed leaving the field
New below empty.
Search / Manage
Account PKCS#10 -
Logon
Create
Certificate login
Logon Please click “Proceed”. If you just want to
generate an e-mail certificate, you don't
have to fillout the text box named
"PKCS#10".
Elackl F'roceedl \

- Personal Silver Certificate
SWISS

slgn License - Validity EUA + CS5R  Email
Email

Certificates _

New Email : | _ |

Search / Manage Must bg gpsrationai
Account Back | Proceed|

Logon .

Crgate Please enter the e-mail address you
Certificate login want to certify.

Logon

Afterwards click on “Proceed”

[om | Support | Certctosuvorty | Swop | Rovok et o |
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o | Suppot | Cricte auvorty | rop | Revorecrte | i

Address used for the notifications related to this request.

= Personal Silver Certificate
SWISS License » Validity EUA CSR Email Contact
sign Here you can check and alter
Contact . .
Certificates your contact information.

Back | Proceed |

Check your information \
regarding your certificate. ﬁ

S Addltlona”y ChOOSG a Email Contact  Submission
ce{ password to secure your Certieate data
N o ) Subject DN CN
s certificate agalnst emailAddress
A9 unauthorized access o T s
L Subject Alternative Name (email
o (recommended). -
Ce o7 120649 @ A proof of pessession mail will be sent to
L - Key generation

Click on “Request
certificate” to proceed. You
will receive an e-mail to the
address you submitted

The generated key will be encrypted with the following password.

A\ For security reasons, SwissSign is unable to recover lost key passwords.
Their secure storage Is in the sole responsibilify of the user.

e —
i N—

Back | Request certificate

before.
& /

New

Search / Manage * Email address : Click "Proceed” to continue.
Account |

Lo gon Owverrides the predeifined email address ab

Create Preferred language : 0 English
Certificate login O iz

Notice :
Logon
Free text

=] ¥ SwissSign - Your certificate request 2097 A32BAGEF - Nachricht (HTML) T E - x
NACHRICHT
~ . ~ % . = - ~ o
% Ignorieren x &) (ﬁ*ﬂ (2 Esesprechung Verschieben in: 7 3 An Vorgesetzte(n) ¥ 2 Regeln =" |> a&} i Suchen Q
o | & ﬁ(' M(' w T) Bl Team-E-Mail 2 Antworten und... ershies 10 OneNote N cen Nachoatol o B Verwanct -
2. Junk-E-Mail~ Loschen Antworten  Allen  Weiterleiten [7 . ~| Verschieben > s ungelesen Nachverfolgun, ersetzen com
& Junk-E-Mail antworten Bl Weitere # Neuerstellen i - P Aktionen = pmaricaten e < Iy Markieren -
Laschen Antworten QuickSteps ~ Verschieben Kategorien ~ Bearbeiten Zoom ~
ca@swisssign.net
SwissSign - Your certificate request
an
Open the e-mail and click on
" ”
approve” to approve your e-
Dear customer.
PR — mail address
Request identifier 2997A328A6EF
Subject Validated Only
As the legitimate owner of YOu can approve your request by yourself.
1f needed, you can adjust vour request by our request and then submitting a new one._
If you suspect that someone is trying to abuse your email and you did not request this certificate, please contact us at fegistration @swisssizn com or fill our contact form.
Do not reply to this automatically generated email
1f you have any questions, contact the helpdesk of your Managed PKI if you have one: otherwise fill our contact form
Best regards,
Your SwissSign Team
O1 capswisssign.net Swissign - four Cortiate Request s een approves D .
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Search | Manage Certificates You are linked to “SwissSign.net”. Click on

Swiss Public soarch

sign EEperove “Confirm approve” to finish the approval.

Certificates
New Reguest to be approved
Search / Manage [Status_[Expires [Subject

Aecount [penaine |- | Now your e-mail address is authenticated

Logout ] . . . L.

Swich confi 3pprove and you will receive an e-mail containing a
Create * Request identifier - 2007 A328ABEF 3 s
BT P link to your certificate.

ogon

Cancel | Confirm approve /
H S oo SwissSign - Your Certificate Request 2097A32BAGEF has been approved - Nachricht (HTML) T H - 8 X
MACHRICHT
¥ Vers, 7 B3A . ¥ ‘L1 Regeln - & > Y i Suchen

o o] &) 7 B Besprech Verschieben in: 7 3 An Vorgesetate(n) 1 Reg £ a Q

frlanensren x =) (t(- _t-) I e T EMail €2 Antworten und.. B oneNote » [ Verwandt -
8 Junk-E-Mail - Loschen | Antworten an::‘vI:;En Weiterleiten [ yeitere - % New erstelen Veschichen Lo - onen - Al;u;s:\;en Nachvefolgung Dbersetzen (0 Zoom

Loschen Antworten QuickSteps ]

This e-mail contains a link where you can
download your certificate.

ca@swisssign.net
SwissSign - Your Certificate Request 2097A328A6EF has been appro]

=3 registration @swisssign.com

Signiertvon  ca@swisssign.net

Dear customer,
Your SwissSign Certificate Request 2997A328A6EF with the following
To download and install the new SwissSign Certificate, please use the follows

Download hittps:/s net-443/coi-bin/id Pauth=76F 164F

You should download all SSL certificates as soon as possible since they will be deleted after a short time. Personal ID certificates will remain on the system and the link allows you to download your SwissSign
Personal ID certificate again at a later time. Therefore we recommend that you keep a copy of this message.

In case you want to withdraw your certificate request please open the following link in your browser:
Withdraw certificate request
When you download the certificate it will be automatically issued. After issuance you cannot longer withdraw the request

If you opeacd an account o wiww.swisssign.net, you ace always able to revoke your issued certificate via this account. In any case feel free to contact our suppart via our webshop wiww.swisssien.com.

This is an automatically generated email. Please do not reply to this email. If you have any questions as direct customer of our SwissSign web shop please feel free to use our contact form. If you are a Managed PK1
customer pleasc contact directly the helpdesk of your organization.

Best regards,
Your SwissSign Team

[ome | support | ertrcat autorty | sho | Revke et |
Search / Manage Certificates

.
SWISS Public search
Slgn Download / Attributes

Centificates Certificate
New ‘Expims ‘Subject I ive name ‘
Search / Manage ‘ ‘ |
Account
Logout Download certificate and private key (.p12, PKCS#12)
Switch . .
Creste Display name
Certificate login Key password :
Logon * Download code -

Download
Details \

Version v3
Serial number 29:97:a3:28:
Signammalgo RSArSHAZSE}k
Issuer DN 55{ )
Valiity You get some more details about your
Ziary _ certificate.
Public key RSA #{U.
i
2™ Please enter your key password and click
SAN eml:
ko =={  on “Download” to proceed.
EKU emailProt)
SKI 541861771 5PN

After you clicked on “Download” you finished requesting, authenticating and generating
your certificate. Your certificate should be in your download folder.
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Installing a certificate

This chapter describes how to install the certificate created in the prior steps. You have to
do this step to comfortably communicate encrypted with ALDI by using your Outlook.

At first, install the Root-CAs of the trustcenter SwissSign. For this please open the webpage
from SwissSign with the following address: https://swisssign.net/cgi-bin/home

SWiss vl ? ,
>1gn TS e

Certificates ‘Welcome
New certificats SwissSign provides leading edge security technology for individuals, companies and organizations.
My certicates Choose SwissSign as your partner for security solutions,

My requests
My online keys

Revocation

Trust

Swiss Sign CA , J
Search forIDs ChOOSe ,,TFUSTH

O

SWISS Choose , CA certificates” T

Sign ==
Trust Trust Swiss Sign / )

Import root certificate Trustisa by Gr all security models including Public Key Infrastructure (PKI). All PKIs are hierarchically organized. The top of the hierarchy (root) must be implicitly trusted in the
ding root :emﬂ:alq The SwissSign root certificates are trusted, among others by Microsoft, Mozilla, and Apple which allows the end-users of their applications to validate Swit
Toot certificate of 4 PKIis ffiisted, any sub certificate of this hierarchical ree can be securely verified

Legal documents

CAcertificates

Revocation lists The Certificate Policy and Certification Practice Statements (GP/CPS) provide transparency to the overall processes and thus helps to improve trust. Thus, you can assess your trustin a Swise
Moreover, SwissSign Is a qualified Certification Service Provider in Switzerland, fulfilling the requirements of the swiss electronic signature law (ZertES) based on the strongest international s
To trust and use a SwissSign CA you must read and accept the corresponding End-User Agreement. If you want to know more about the certificate process itself, take a look atthe CP/ICPS. Fi
SwissSign root certficate into your and setup the trust refationship

Additionally, trusting a certificate authority (CA) means that you trust the different processes involved in a PKl such as the client registration or certificate validation (CRL, OCSP)

Here you will find the actual root—\
certificates. You can download all

. root-certificates. In the following it
SV\SIISISI will be described as an example
g how to download the Personal
Trust CA certificates Silver G22.
Import root cedificate On this page you can find the current CA certificates. /
Legal documents To download CA certificates that have been superseded, Please click on "Download "

CA certificates Certificate authority: [ Personal Silver G22 J
Revocation lists Method: &

[ Importinto curre q 3
Download |

Save the file with the file-extension ,,.cer”.

Depending on your Internet browser, you will receive a mask asking you to trust a new certificate
authority (CA). Please choose the two options that contain “trust to identify websites” and “trust to
identify e-mail user” or words to that effect and click ,,OK".

If you don’t get that window please open the ,,.cer”-file.

You may now get one of the following screens. You have to accept them as described:

Encrypted email communication Version 1.9 page 12 of 43
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File Download - Security Warning ﬁ

Do you want to open or zave this file?

Mame: class_2_ii.cer Click ,,Open" ]
- ﬁ Type: Security Certificate, 1.66KE

From: www.trustcenter.de

Cpen T[ Save ][ Cancel ]

| While files from the Intemet can be useful, this file type can

_
\.GJ potentialy ham your computer. f you do not trust the sounce, do not "
L = open or save this software. What s the risk? b

Internet Explorer Security ﬁ

A website wants to open web content using this
program on your computer

Click "Allow"

This program will open outside of Protected mode. Internet Explorer's

Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

MName: Crypto Shell Extensions
Publisher:  Microsoft Windows

|| Do not show me the warning for this program again

(E} Details Don't allow

Encrypted email communication Version 1.9 page 13 of 43
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After that you have to install the certificate:

o T R —— E T
Certificate

General | petails | Certification Path

a Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of & remote computer

* Proves your identity to a remote computer

* Protects e-mail messages

» Enzures software came from software publisher

» Protects software from alteration after publication
» Allows data to be signed with the current time 52

| »

m

Issued to: TC TrustCenter Class 2CAII

Issued by: TC TrustCenter Class 2CATI

Valid from 12/01/2006 to 01/01/2025

Install Certificate...

Issuer Statement

Learn more about

Certificate Impart Wizard

[

Welcome to the Certificate Import
Wizard

- This wizard helps you copy certificates, certificate trust
f = lists, and certificate revocation lists from your disk to a
P certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Click "Install Certificate..."

< Back [ Next > ﬁCancel

Encrypted email communication

Click "Next >"

Version 1.9
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Certificate = o oy
1] || Gen=ral [petais [ certfication patn ‘ Then select "Place all
V1| [ certtcate import Wizara ] certificates in the following .
@
E TG store" and click "Browse... -
Certificate stores are system areas where certificates are kept,
Windows can automatically select a certificate store, or you can specify a location for TE TriDarter Gmis
the certificate. . /‘\ j
) automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store
Certificate store:
Browse. ..
Select Certificate Store @
Select the certificate store you want to use. ;
| Personal o
5 E|
| Enterprise Trust = -
| Intermediate Certification Authorities .
| Trusted Publishers
1intristed Cartifircatec i TE Traimene Gmes
I, ] » - os
[F] Show physical stores <Back Next > Cancel :
S ‘ /
——
>
e
p—— T
e e Then highlight the entry
" £ N -
Done Trusted Root Certification  [wedeon Ga v wes% -
T mn . n "
. Authorities" and click "OK
Certificate Import Wizard

J

Completing the Certificate Import
Wizard

The certificate will be imported after you didk Finigh.

‘You have specified the following settings:

Certificate Store Selected by User RV LU Lo gl il

Content Certificate

4 T b

_—T1

Finally, click "Finish"

< Back ][ Finish l[ Cancel

Now you may get a security request concerning the installation of a root certificate. Please
confirm with ,Yes"”:

Certificate Import Wizard ﬁ
I I The import was successful.

Encrypted email communication

Click "OK"
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Now install your certificate which you previously downloaded, double-click on the file and

open it. Then a “Certificate Import Wizard” opens.

Certificate Import Wizard

B

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back [ MNext = ] l Cancel

Click ,Next >"

Certificate Import Wizard

File to Import

File name:
C:\Users\Tester

Note: More than
Personal Infor
Cryptographic

Microsoft Seriall

Specify the file you want to import.

Learn more about certificate file formats

~

Check the path to your e

certificate.
formats:

Click “Next >" to
proceed.

F/

< Back ][ Next > ][ Cancel

Encrypted email communication
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Certificate Import Wizard R W RS

—]

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Please enter your key
password in here

Password:

[] Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[7] Mark this key as exportable. This will allow you to back up or transport your
keys .

[¥]Include all extended properties.

Learn more about protecting private keys

Mark this option to enable the
export (explained in section 3.1) of
your private key afterwards.

< Back ][ Next > ][ Cancel ]

Encrypted email communication
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2.4.

Setting up the certificate in Outlook

This section explains how to set up your Outlook 2013 to use your certificate as a
signature. Start Outlook 2013.

©

Informationen

Offnen und

Posteingang - - Outlook

Kontoinformationen

exportieren

=W mapssmTe

Speichern unter

4 Konto hinzufiigen

Drucken

Office-Konto

Optioner

Open Outlook and select the tab
"File” at the upper left.

Click "Options" on the left hand set.

Aufraumen ¥
Beenden

Regeln und
Benachrichtigungen verwalten

a Regeln und Benachrichtigungen

Mithilfe von Regeln und Benachrichtigungen kannen Sie
eingehende E-Mail-Nachrichten organisieren und
Aktualisierungen empfangen, wenn Elemente hinzugefiigt,

geandert oder entfemt werden,

Putlook-Cptionen

Allgemein

E-Mail

Kalender

Personen

Aufgaben

Suchen

Sprache

Erweitert

Meniband anpassen

Symbeolleiste fir den Schnellzugriff

Trust Center

Add-Ins /,

E.l:.' Allgemeine Optionen for das Arbeiten mit Outlock

Benutzeroberflachenoptionen

Minisymbolleiste fir die Auswahl anzeigen
Livevorschau aktivieren (i)
QuickInfo-Format:  |Featurebeschreibungen in QuickInfos anzeigen

e —-

Micre
sen{ Open “Trust Center” ]

Initialen;
e Werte verwenden, unabhangig von der Anmeldung bei Office
-~ ice-Design: | Weill lz‘

Startoptionen

Dutlook als Standardpregramm fur E-Mail, Kontakte und Kalender einrichten

Standardprogramme...

Abbrechen

Encrypted email communication

Version 1.9

page 18 of 43



ALDI Einkauf GmbH & Co. oHG — Essen
Secure email communication

S S T
Allgemein -
Sorgen Sie fiir die Sicherheit Threr Dokumente und des Computers.
N | E-Mail
| Kalender Datenschutz
|
Personen Micresoft nimmt den Datenschutz ernst. Weitere Informationen, wie Microsoft Outlock fur den Datenschutz sorgt, finden Sie
in den Datenschutzbestimmungen.
Aufgaben
Datenschutzbestimmungen fir Micresoft Qutlock anzeigen
Suchen
Sprache Sicherheit & mehr
Erweitert Besuchen Sie Office.com, um weitere Informationen zum Datenschutz und zur Sicherheit zu erhalten.
Mendband anpassen Microsoft Trustworthy Computing
Symbolleiste fur den Schnellzugriff Microsoft Outlook-Trust Center
Add-Ins . _ . -
Das Trust Center enthilt Einstellungen fiir Sicherheit und Datenschutz, um fir die
T B Sicherheit des Computers zu sorgen, Es wird davon abgeraten, diese Einstellungen zu [ Einstellungen fur das Trust Center...
andern. —
H n H "
Click on the “Trust Center Settings” button
Click on the E-mail Security
[Ttz option on the left hand panel

Wert irdige H b
ertrauenswiirdige Herausgeber Verschliisselte £

Datenschutzoptionen
Inhalt und Anlagen fiir ausgehende Machrichten verschlisseln

b / fusgehenden Nachrichten digitale Signatur hinzufugen
Anlagenbehandlung gnierte Nachrichten als Klartext senden

Automatischer Download IME-Bestatigung anfordern, wenn mit 5/MIME signiert

Makroeinstellungen einstellung: | Meine S/MIME-Einstellungen (kemmunikation@aldi-essen.de) EI [_gmstehungen... ]

Programmgesteuerter Zugriff

. Zertifikate sind Dokumente, mit denen die [dentitit in elektronischen Tran

Digitale ID anfordem...

nen nachgewiesen

A digital signature in your message
allows you to sign your message.
The digital signature includes your
certificate.

ormat lesen

Mur-Text-Format lesen

Match the settings
under "Encrypted
email"

[] Skript in Offentlichen Ordnern zulassen

Then click "Settings..."
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~

/

Now select the requested certificate.

> =

Windows-Sicherheit

Highlight the certificate
and click "OK"

Wiéhlen Sie ein

Aus:
Giltig ab:
Zertifikateigensh

oK Abbrechen

Change Security Settings p—— @I

Security Setting Preferences /For encrypted

Security Settings Name:
- communication, click
Cryptography Format: [SiMIME = "Choose..." at "Encryption
[F] Default Security Setting for this cryptographic message format Certificate”
i Default Security Setting for all cryptographic messages
[ security Labels... | [ Mew Delete Password. . Depending on the options

T — previously selected, you
Sigring Certficate: may also have to select and
Hash Aloorithn: / store a signature certificate.
Encryption Certificate: /\
Encryption Algarithm:
Send these certificates with sioned messages

You can choose the Security Settings Name yourself.

Change Security Settings - R
Security Setting Preferences - =
Security Settings Name:
Supplier Certificate -
Cryptography Format: [S/MIME ']I

[¥] Default Security Setting for this aryptographic message format
[V] Default Security Setting for all cryptographic messages

[ Security Labels... ] [ New Delete
Certificates and Algorithms
Signing Certificate: 'Ry di Tester
Hash Algorithm: [SHAI v ]

Encryption Certificate: |Ryidj Tester

Encryption Algorithm: | AES (256-bit)

[¥] send these certificates with signed messages

(I\/Iatch the settings and then click "OK"

The default settings are now saved. On the next
window click "OK" again.

Outlook 2013 is now set up to use your certificate.

Encrypted email communication
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2.5. Encryption with Outlook

This section explains how to correctly create your ALDI communication partner as a
contact for encrypted email communication. Creating a new contact is also required if for

example ALDI Nord customizes the name of an email address or
an ALDI Nord employee.

if you are asked to do it by

Furthermore, the buttons required for encryption in Outlook 2013 are explained.

Deleting the existing contact:

To avoid problems, any contacts of the ALDI Nord communication partner which may

already exist must be deleted.

Select the category "Persons" in Outlook.

L

=
START

Kentakte (Nur dieser Computer) -
SENDEN/EMPFANGEN

x

Neue  Loschen
lemente~

ORDNER

led

E- Besprechung Weitere

ANSICHT

]
e &
Neuer Ne
Kontakt Kontakigruppe El
Neu

o= el

N =

Telefan Liste | Verschiet

Aktuzlle Ansicht Freigeben

Kontakte (Nur dieser Computer] durchsuchen (stig=E)
4Meine Kontakte
D@ | NAME

Hier klicken, u

POSTION
m Kontakt ..

FIRMA SPEICHERN UNTER LAND/REGION

Kontakte (Nur dieser Computer)

Verbindung mit einem sozialen Netzwerk 4 Firma: (Keine Angabel: 1 Element(e)

Zur
Nachverfolgung -

ABTEILUNG | TELEFON GESCH... | FAX GESCHAFTL. | TELEFON (PRIVAT) | MOBILTELEFON | E-Ms

T E - 8 X

>

Kategorien Suchen A

5

ALY ALt

Right-click on the email contact and then
select "Delete" from the context menu.

<

E-Mail Kalender Personen Aufgaben -

Creating a new contact:

To set up encrypted communication correctly, the contact of the ALDI Nord address must
be set up as explained in section 5.2.. Otherwise, the public certificate of the contact

partner is not stored correctly.

By previously adjusting the settings and installing the certificate, two buttons have been

added to the window for a new message.

Encrypted email communication
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= d E Unbenannt - Nachricht (HTML) 7 = - x
NACHRICHT EINFUGEN OPTIONEN %TEXTFURMATJEREN UBERPRUFEN
- e o j ¢}
Edrarben @ = Verschlilsseln Ubermittlungsbestt. anfordem ¥V =y :(_
[Alschriftarten -
Designs _ Seitenfarbe Bec 8 Signieren gtimmungsschatfl, [ | esebestst, anfordern Gesendetes Element Ubermitlung ~ Direkte
- [Oleffete- - - speichern unter - verzogern - Antworten auf
Designs Felderanzeigen  Berechtigung 5 Weitere Optionen 5 ~

B ] et These buttons show you whether

the email to be sent is to be signed
and/or encrypted.

Betref

Kommunikationspartner Keine Elemente |:| ~

Before you can send encrypted emails, you must have received a signed email from your A

LDI Nord

communication partner. It is necessary to publish your public key on the trust center’'s keyserver (cf.
section 2.1) or on the site www.aldi-nord.de/certportal (cf. section 5.3) to let your communication

partner send you an encrypted email.

In the appendix of an email sent by your ALDI Nord contact you will receive the signature and the

public key of your communication partner.

You can recognize an encrypted and signed email as following:

d [ Test - Nachricht (HTML) ? B - X
NACHRICHT

——— o » . B ~ 5
B Ignorieren x & rﬁ*(i (3 msspecung Verschicben in: 7 €3 An Vorgesetzte(n) ¥ FiRegeln -y »> & o Suchen Q

Ed Team-E-Mail 2 Antworten und, W oneNote [ Verwandt -
& JunkEMail- Loschen Antworten  Allen  Weiterleiten [ . —| Verschichen ~_ Als ungelesen Nachverfolgung  Ubersetzen Zoom
St Junk-E-Mail antworten 1 Weitere F Neu erstellen - o EPAktionen-  orkieren - = % Markieren -
Loschen Antworten Quicksteps 3 Verschieben Kategorien 5 Bearbeiten Zoom ~

. This symbol shows that the
email is encrypted.

Signiert uc
igniert von ]

@ Wenn Probleme mit der Darstellungsweise dieser Nachricht bestehen, klicken Sie hier, um sie im Webbrowser anzuzeigen

Test

This symbol shows that the
email is digitally signed.
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Exporting and importing certificates

Certificates can be exported and imported so that they can be used on another computer.

Exporting a certificate
If you would like to use the certificate requested and installed in section 2 on another computer for
the email address mentioned above, you have to export the installed certificate from the browser
and import it into the browser of the computer to be used in future. This section explains how to do
this.

First, open the browser on the computer you have used so far (the browser used in section 2.1 to
create the key/certificate).

/5 TC TrustCenter - Root Certificates - Windows Intemet Explorer

KRG ‘D hitp://uvuvu trustcenter.de/en/infocenter/root cetificates.htm=1420 v [ 45| x [[* Googte T

File Edit View Favorites Tools Help

< Favorites | 95

B TC TrustCenter - Root Certificates M~ B -~ & - Page~ gafﬂy-@- 2y
& -
P

t

' Reopen Last Browsing Session

At "Tools", click on "Internet Options'

[ Pop-up Blacker ’
[ Manage Add-ons
™=
=]

Work Offline

AN Compatibility View Settings
Full Screen Fi1

Toolbars 4

n

Explorer Bars ’

< Developer Tools F12

O TrustCantar Cses 3548 Suggested Sites

Sonmiass esedd anceoes 5D

Skype add-on for Internet Explorer
Send to OneNote
Blog This in Windows Live Witer

Sonmiess DER svzeoea X503

orpamzmon

Courtry =

oo e

Internet Options

TC TrustContar Cises £ CAT
————————————————————————————
Done €D Internet | Protected Mode: On v ®I0X -
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Internet Opticns
-

| General | Security | Privacy | Content | Connections | Programs | Advanoed| f

Parental Controls

3 Control the Internet content that can | (¥ Parental Controls

be viewed.

Content Advisor " " .
q‘ Ratings help you control the Internet content that can be At the tab Content ’ ClICk on

viewed on this computer, "Cer’[ifica’[es"

@Enable. = Settings
Certificates

| L
Use certificates for encrypted connections and identificati ——

[ Clear 551 state ” Certificates ‘]T Publishers ]

AutoComplete

__% AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated
3

content from websites that can be
read in Internet Explorer and other
programs,

QK ] [ Cancel Apply

Certificates M

The certificate to be exported e

Intended purpose:

Personal (here issued to Rudi Tester) [l
appears under the tab -
Isvedio sy "Personal". Highlight the

55l Rudi Tester | certificate to be exported and

then click on the button
"Export..."

Certificate intended purposes

Learn more about certificates
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Certificate Export Wizard l&]

Welcome to the Certificate Export
Wizard

This wizard helps vou copy certificates, certificate trust
—= lists and certificate revocation lists from a certificate

- tore to your disk,
E—:—.__‘:;/ store to your di
A certificate, which is issued by a certification authority, is

a confirmation of yvour identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

A

To continue, dick Mext.

[ Click "Next >" ]

< Back Next = ] ’ Cancel ]

[ |

Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected, If you want to export the private key with the
certificate, you must type & password on a later page.

Do you want to export the private key with the certificate?
@ Yes, export the private key

(") No, do not export the private key

Select "Yes, export the private key" and
click "Next >"

Learn more about exporting private keys

’ « Back ][ MNext = ][ Cancel ]

B

If you proceeded as described in section 2.3 and the option "Yes, export the private key" is

greyed out, please check your credentials.

You must be a member of the users group or local administrators group to complete this

procedure.

Encrypted email communication Version 1.9
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Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary X.509 (.CER)
Base-64 encoded X.509 {.CER)

Cryptographic M

ssage Syntax Standard - PKCS #7 Certificates (.P7B)

Incdude all certificates in the certification path if possible

@ Personal Information Exchange - PKCS #12 (.PFX)

[¥] indude all certificates in the certification path if possible

[IDelete the private key if the exportis succesy. S0t "Include all certificates in the

certification path if possible" and "Export all
extended properties" and click "Next >"

[7] Export all extended properties

Micr

soft Serialized Certificate Sto

Learn more about certificate file formats

< Back ][ Next > ][ Cancel ]

Certificate Export Wizard ﬁ

Password

To maintain security, you must protect the private key by using a password,

Type and confirm a password.
Password:

Type and confirm password (mandatory):

Choose a password, confirm it, and
click "Next >"

< Back ][ Next > ][ Cancel
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Certificate Export Wizard

File to Export

Spedfy the name of the file you want to export

File name:

Browse...

Choose a file name and store location the
key will be exported to and click "Next >"

Vv

< Back ][ Mext = ][ Cancel

l

Certificate Export Wizard

S5

Completing the Certificate Export
Wizard

‘fou have successfully completed the Certificate Export
wizard.

You have spedified the following settings:

Export Keys Yes
Indude all certificates in the certification path Yes
File Farmat Person;

click "Finish"

Check the selected settings and

< Back ][ Finish J[ Cancel

Encrypted email communication
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Exporting your private exchange key @

An application is requesting access to a Protected item.

Password for:

CryptoAP| Private Key

Lok JI

S ol

Cancel ][ Details...

Certificate Export Wizard SRS

The export was sUCCESETOL,
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3.2 Importing a certificate

You must import the certificate previously exported on the new computer.

First, open Internet Explorer (or another webbrowser).

]

Recycle Bin

a4

Google
Chrome

E -
Internet
Explorer

B

WordPad

Double click on the key (certificate) to

be imported.

Type: Personal Information Exchange
Size: 5,67 KB
Date modified: 17/10/2011 20:06

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Click "Next >"

Encrypted email communication Version 1.9
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Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Users\Tester\Desktop \privateandpublickey. pfx|

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78B)

Browse...

Note: More than one certificate can be stored in a single file in the following formats:

Microsoft Serialized Certificate Store (.S5T)

Learn more about certificate file formats

At "File name"
have to make any changes.
Click "Next >"

, You usually do not

[ <Back ][ mext> | [ concel |

Certificate Import Wizard R i -~

S

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

["| Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[¥] Indude all extended properties.

Learn more about protecting private keys

——\_

EI

Type in the password previously
chosen for the private key and
then click "Next >"

i

< Back ][ Next > ][ Cancel ]
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Certificate Import Wizard ﬂ

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

@ Automatically select the certificate store based on the type of certificate

() Place all certificates in the following store

Certificate store:

Browse...

The certificate store can be
selected automatically.
Learn more about certificate stores C||C|< "Nex‘t >"

< Back ][ MNext > %ﬂ

Certificate Import Wizard @

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

e E el Automatically determined by t

Content PFX
File Name C:\Users\Tester\Desktop\priv|

-
Check your settings and then
click "Finish"

N\

[ <Back |[ Finish | [ cancel |

A security warning may then appear. Click "OK" to confirm the message.

F . |
Certificate Import Wizard ﬁ

inally, click "OK" ]
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4.

Installing the ALDI Nord root certificate

With the so-called "Root certificate (CER)" you can check the trust status of the ALDI Nord group
user certificates. This means that the system you use can check if the user certificate is really
from the ALDI Nord group and if it is still valid. You have three options for receiving the root
certificate:
1. You have already received an email from an ALDI employee and thus have access to the web

messenger: you can download the root certificate there by clicking "Settings".

wnN

You can download the root certificate from the website "www.aldi-nord.de/cert".
You already have a certificate from one of the trustcenters supported by ALDI Nord and have

published your public key on the keyserver. The email from an ALDI Nord employee including
the root certificate is sent to you directly.

Installing the root certificate from the website is not different from installing it from the web
messenger.

For points 1 and 2, follow the steps below:

Open the website http://www.aldi-nord.de/cert/index_en.html in your Internet Explorer: click on
the link "Root certificate" under the heading "The ALDI Nord group root certificate", as shown

below.

Welcome to ALDI

Information Root certificate Revocation list EH English -

Secure e-mail communication with ALDI Nord

‘We are very pleased that you would like to use secure e-mail communication with the ALDI Mord group. We have outlined all of the information required for
secure e-mail communication in the documents General Information and Instructions

To read the documents you will require Adobe Reader®. You can download Adobe Reader® for free from the website www.adobe. co.uk.
Please click on the Adobe icon to start the download

} Get 3
Wanll ADOBE' READER'

The ALDI Nord group root certificate

To check the trust status of the ALDI Nord group user certificate you will require our root cerificate
Thumbprint S/MIME root certificate
You can check the validity of the ALDI Mord group root certificates with the following thumbprints.

ALDINord Root CA (from 04.12.2013) »
| SHA1: a06a c71d b800 e8d9 56¢3 c3eS5 JedD bCSfGIeG bEd3
M

D5: bfdl 22f4 721 137 c 0860 35fc eef2 0752

ALDINord Root CA QLD (till 06.01.2016) »

SHA1: 072 577h 2bd8 662 eebb eba2 17ca =9b6 b7a6 bad3
MD5: 542b b140 189c 0d0a d146 0007 e677 abed

You will then be asked whether you would like to open or save the file. Click "Open".
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A security warning may appear. Click "Allow" to continue.

Internet Explorer Security | % |

A website wants to open web content using this
program on your computer

This program will open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

IEI Mame: Crypto Shell Extensions
Publisher:  Microsoft Windows

[] bo not show me the warning for this program again

{E} Details Allow ] ’ Don't allow

—t

Then, the following messages will appear:

"_—__ET

Certificate ——

I [l
General | Details | Certification Path

@a Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: ALDINORD CA

Issued by: ALDINORD CA Click "Install Certificate..."

L

Install Certificate...| | Issuer Statement

valid from 07/01/2011 to 08,

Learn more about £
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Certificate Import Wizard l&]
Welcome to the Certificate Import |
Wizard
P> This wizard helps you copy certificates, certificate trust
\\-;_;_ lists, and certificate revocation lists from your disk to a
= - certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where i
certificates are kept.

To continue, dick Mext.

Click "Next >" ]

< Back Mext = ][ Cancel ]

Certificate Import Wizard ﬁ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

@ Automatically select the certificate store based on the type of certificate

() Place all certificates in the following store

Browse...

Learn more about certiﬁgl Click "Next >"

< Back ][ MNext = ][ Cancel ]

% =]
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Certificate Impart Wizard ﬁ
Completing the Certificate Import
Wizard
y The certificate will be imparted after you dick Finish.
\I :
C—:y Vou have specified the following settings:
Certificate Store Selected  Automatically determined by t
Content Certificate
F e p
Click "Finish"
[ < Back ][ Finish J [ Cancel
e ——— 4

Finally, the following message appears:

Certificate Import Wizard ﬁ

:] The import was successful.

For option 3, follow the steps below:

You already have a certificate from one of the TrustCenters supported by ALDI Nord and have
published your public key on the keyserver. Your ALDI Nord communication partner has then sent
you an email. Open this email with a double-click.
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Wirlt: AW: Bearbeitung der Datei "Verschlisselte Kommunikation™ - Message (HTML)

~ Message Add-Ins @
N ST Y % ac< |l S Y 3 | FAFind 9 7
— ‘43 e x [V Y jj Bosuet =] i )_] ) Related - E glf
Reply Reply Forward | Delete Moveto Create Other | Block | jpotjunk | Categorize Follow Markas L Send to
to All Folder~ Rule Actions~ ' Sender — & Up~ Unread || 4 Select~ Re \ OneNote
Respond Actions Junk E-mail = Options = Find Business Contact Manager| | OneNote
From: Max Mustermann Sent: Fri14/10/2011 15:53
To:
Cc
Subject: Bearbeitung
Signed By: &

ri| ©

Sehr geehrter Herr /

wie soeben telefonisch besprochen,

Click on this symbol

Mit freundlichen GriiBen
Max Mustermann

M

Digital Signature: Invalid : @

Certificate Authority Information

Your message was diaitally signed with a certificate issued by a Certificate
Authority.

The signature is invalid because you have either distrusted or not
yet chosen to trust the following Certificate Authority:

Issued by: ALDI NORD CA

Valid From: 07/01/2011 to 06/01/2016
For more information about the certificate used to digitally sign the message,

dli
The certificate appear.s, A
i check the data and click
™ "Tryst"
Tr u trust mail that is digitally
i sig cate Authority
! Do you want to trust this Cer
If you choose Trust, you must also the Root Certificate Store
dialog that follows to add the certificate to system.
[ View Certificate Authority... ] [ Trust ] [ Close ]
i [ warn me about errors in digitally signed e-mail before message opens. '
LS =4 |

You can also display the certificate.
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View Certificate L] .

General | Details | Certfication Path | Trust |

2 R Certificate Information

This certificate is intended for the following purpose(s):
* Protects e-mail messages

Issued to: ALDINORD CA

Issued by: ALDINORD CA

Valid from 07/01/2011 to 06/01/2016

Issuer Statement

Leam more about cerificates

Before installation a security warning will appear.

Security Warmning |£

|1

. You are abeut to install a certificate from a certification authority (CA)
J:\. claiming to represent:

ALDIMNORD CA

Windows cannot validate that the certificate is actually from "ALDI
MNORD CA". You should confirm its origin by contacting "ALDI NORD
CA". The following number will assist you in this process:

Thumbprint (shal): EO725778 2BD8F6EA EEGBEBAZ 17 CAEIBE BTAGBA43
Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA, Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this

risk.

Do you want to install this certificate?

Yes MNo

The thumbprint of the
ALDI Nord root certificate
is shown here.

. :\=L Finally, click "Yes"

After installing the root certificate, you can now communicate encrypted with ALDI Nord.
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5. Alternative procedures for receiving and providing certificates

In section 2 setting up for encrypted email communication has been described. Here, the
following assumptions were made:

- A suitable certificate has been purchased and provided at the trust center.

- There is an encrypted email from an employee of ALDI Nord, which contains the
necessary certificates for encryption in the appendix.

This section describes two alternative ways to exchange keys using the ALDI certportal.

5.1.Downloading a certificate of a communication partner

If the public certificate of an ALDI employee is needed for encrypting email, it can be
downloaded from the ALDI certportal.

Follow this link: www.aldi-nord.de/certportal

JAN

|
LALDI | Search for and validate X.509 certificates
Change the language to ,,English”.
L ch Publish

Search certifi Insert the e-mail address of the required
contact person as well as the security code
at the bottom. Please confirm with

Please enter an e-mail address or a PGP key ID (e.g. Ox5CD1A

test@aldi-nord.de ﬁ Search

Human verification

[p&p8y— | hsvsy

Create new code
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Now you can see all existing certificates of
this person. Click on the entry to get more
Valid certif i formation.

o test@aldi-nord.de *
valid from 2013-12-05 until 2023-12-0 —r

=

owner test@aldi-nord.de Issued by ALDI NORD C
ALDI NOR
Signature SHATWIthRSAENCryption . )
Algorithm By using this button, you can download the

certificate of your contact person.
Algorithm (Key RSA (2048 bits)

Length) For encrypted communication you need the
Fingerprint 4c:31:6E:84.CE4B:81:88:E0:7  certificate with the .cer file extension.
(SHA1)

Serial Number 07.72.72.C6.C4.32.65:BC.8E: 73:44:8E:57. A5 F1:B1:DE:44:B1: 22

Key Usage Data Encipherment,
Key Agresment,
Key Encipherment

Valid from 2013-12-05 Expires 2023-12-03
o test@aldi-nord.de " !
valid from 2014-12-14 until 2024-12-12 o =

Sometimes there is more than one certificate shown for an email address. Because of that,
please check the area “Key Usage”. “Data Encipherment” has to be listed for a key to use
it for encryption.
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5.2.Matching a downloaded certificate to an Outlook contact

The following describes the way you set up encryption using the certificate you

downloaded from “www.aldi-nord.de/certportal”. This step differs from
in section 2.5 because here no signed email from an ALDI Nord employ

the steps described
ee is needed.

The following screenshots are in german language, please use the respective buttons and

options as shown and explained in your client software.

& : Posteingang - komenunikatson Galdi-esse

BB s sownvewrancn
5 L ¥% Ignoreren x
“~ x

Aufrivenen
Neue Neue a Loscher
E-Mail Elementes &% Juni-E-Mad -

Naghnct

If you have already created a contact for your
communication partner, please open it and
continue with the next step.

~

“fave
Post [ If you have not, please create one by choosing
nece 18 LG " " i
Gewe & .new"” or,new element” and then ,contact”.
Geld Y ;
’ i 2 Linen neuen Kontalt erstelier E: X3 " 5 &
4 om Wedere Elemente o i o. )
Posteingang 190 4 Gestern
Entwurfe Symantec EMEA
Gesendete Elesnente Geben See der [T-Sicherhedt Ihte volle Unterstutrung? Do 17:20
Geloschte Elemente 3 : i
Junic-E-Mail Netop Remote Control
Postausgang ?mmmu Androdd wapport Do %58
RSS-Feeds (Nur dieser Computer)
Swchoedner 4 Dienstag
JW Player
news-t@aldi-nord.de Last Chance 10 Register: The Mobile First Screen for Marketers, o 2302
sep-bootstrap@aldi-essen.de Monster.de
Vorhang auf: Momster.de im neuen Design 011115
testbemtzer.mustermann@goog a = e Uet
+ Moetag

Fabian van Buerk
Test Tim ¢ Mo 11:58

' Mancter ra

i H v Test docount - Komtalt
EONTAET EINFLEGEN TEXT FORMATIEREM UBERPRUFEN

hipme Hr Test &ocount

AL0H Dinkgyd Gmbi

The email address has to mat

Acraunt, Test

¥ B Speickom und neuer Kentaslt - [£ Aligrmrin Allr Frider E-Mal [ ;; 1 ™ Hackrnrfcigung -
) o x & weitertenen - 1 Deraity T Brsprechung g v - _ Fereat
R -"-'-'II Léichen B Fertiik
& wehbeilon A Jeridikane
Please insert your contact information now. ~

of the downloaded public certificate.

ch to the one

— - e Afterwards please go to ,certificates”.
Teil Ascoudd i 5 B - A
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BEH® G+ & = Test Account - Kontsit T E - 0O X
KOMTAKT ~ EINFOGEM  TEXT FORMATIEREN  UBERFROFEN

Sl B Speichemn und rever Kontsit [ Aligemein [F] Alle Feider T E-Mail 22 [ m 0 [* Hachverdfolgung =

L:‘? x B3 Weiterlezen - ) Detas [ Besprechung I—! % i" i Privat CI\
Spechein Lodchen . Adressbisch  Mamen  Visdenksme  Bild e
£ schlielien B, Orehicte R Zertitikaie 1% Weitere dberprifen .

AiRiansn EnEpEen EommuniEieren Pamer Orlianen Eategarien Taam £y

SDutigek wersvendiet sines dieper Zertificate, om verpchiisseite £.Madachrghen an dhesen Contait 2w tenden, S kdnnen ein Jed@ikat erhalen, indem Sie cine digital signierte
Machiicht v&n ditiem Kentak! emplangen adar ¢ing Tertifiicad datil POF diren Konbakl imgSdigien.

Zertifikeate (igitale 105

[ Please enter ,Import...” L

BE SO0+
KONTAXT = EINFOGEN  TEXTFORMATEREN  UBERPROFEN

4l x B, Speichern und never Kontalt ~ [ Aligemen ] Atie Felder IS E-Mait l; ;l [ A 1 F ‘ [* Nachvertalgung = C

g 2] Wettertezen + I Detmis T Besprechung @ ” ) Privat -1
Spesthern Loschen LT e Adressbuch  Namen  Visttenkarte Bild Zooe
& schlieBen I, OreNote R Zesdiate 2 Weitere * Gberprofen -

Aktionen Anzeigen Kosmunieren Namen Optionen Lategorsen 200 ~
(1) Zervtiat schen :
“?ﬁ‘-“: 3
g 82 ros 2 Dowonis -4, | Goniosd e 5
Boae
Organisieren v Newer Ordner EZ« 13 ®

-4 Bdbtctheken *  Name Anderungsdatum Typ Gro

Outiogk verwen,
Hachnche von g

aigital vpnierte

ekt e (Ghgital

= % i
) Dekuseids o) tet@aldi-noed.de_Mx2CBASSSF .cer 08052015 1447 Sicherhetszentdikat Inpocieren—
I Eigene Dokur _
4 Offentiche O
o Musik 2
B videss |
B news .o
3 Please choose the downloaded certificate
b oces and hit ,Open”.
e Desitop
& Downloads

+== I /]
Dateiname: test@aldi-nord de ORCEASSSE cer v [ml] | dfeen (" plctce)
Tocls v | Offnen |v] | Abbeechen |
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i d % - Test Accourt - Kontaki T = B
EOMNTAET EIMFUSGEN TEXT FORMATIEREN UBERPEUFEN
¥ B teichern und never Kontasit = [E angemein [ |t Feider 5 E-potail Lzl 5 il I* Mackwedolgung -
H x i iml - =] 'j-"':" [~
= Wedereten ~ Dietails 1 Berprechuang A ’ Provat
Speechemn Lischen Adiestbuch  Mamsn  Wideskate  Bid
& schiiefien T, Ginehicze R Tediaie B Wenere - gberprien
AFERigen Esmmunhilsrien Kamen
tila . te Edvta-Machrichiem an diesen Kontakt ou senden. Sie konnen sin Tertinkal erhalten, indem Sic cine digital siomserte
Eigentchatten
Please continue now as described in section
Enpantifren
2.5.
Expaetieren
Entfernigny

5.3.Uploading own certificates

If you already use certificates for encrypting via S/MIME, but these are not uploaded to the
keyserver of the trust center, there is the possibility to upload them to the ALDI certportal.

Follow this link: www.aldi-nord.de/certportal

English  ~|
Search forand validate X.5f .
Change the language to ,,English”.

Search Publish

Search certificate [ Choose . Publish”. /%

Please enter an e-mail address or a PGP key ID (e.g. Ox5CD1ABES).
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Move to ,user certificate” and insert your
informations. After that, please confirm with
Ltransmit”.

W Domain certificate CA certificate

You can transmit either a X.509 user certificate or a public PGP user key.
Before the certificate or key will be published, it has to be checked and approved.

Your name Test
Organization Test Company
Your e-mail address’: test@test-company.com

Phone number : 0123-123-123-123

Certificate File': No file chosen Browse...
The supported formats are ASC, PEM, DER and CER

Human verification: m 7r84d|

Create new code

‘Mandatory fiekd

Sl

To finish this process, please contact your ALDI communication partner so that he can
internally release your certificate for use.
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